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Abstract
Linear complexity and linear complexity profile are important characteristics of a sequence for
applications in cryptography and quasi-Monte Carlo methods. The nonlinear congruential method is
an attractive alternative to the classical linear congruential method for pseudorandom number gen-
eration. We prove lower bounds on the linear complexity profile of nonlinear congruential pseudo-
random number generators with Rédei functions which are much stronger than bounds known for
general nonlinear congruential pseudorandom number generators.
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For a prime p let Fp denote the finite field of p elements. We recall that the linear
complexity profile L(sn,N) of an infinite sequence (sn) over Fp is the function which for
every N  2 is defined as the length L of a shortest linear recurrence relation
sn+L = aL−1sn+L−1 + · · · + a0sn, 0 nN − L − 1,
with a0, . . . , aL−1 ∈ Fp , which is satisfied by this sequence, with the convention that
L(sn,N) = 0 if s0 = · · · = sN−1 = 0 and L(sn,N) = N if s0 = s1 = · · · = sN−2 = 0 and
sN−1 = 0. The value
L(sn) = sup
N2
L(sn,N)
is called the linear complexity of (sn). For a periodic sequence (sn) of period T , we have
L(sn) = L(sn,2T ).
Given a polynomial f (X) ∈ Fp[X] of degree d at least 2, the nonlinear congruential
pseudorandom number generator (xn) is defined by the recurrence relation
xn+1 = f (xn), n 0, (1)
with some initial value x0 ∈ Fp . Obviously, the sequence (xn) is eventually periodic with
some period T  p. We will always suppose that it is purely periodic. Otherwise we con-
sider a shift of the original sequence.
In [3] the lower bound
L(xn,N)min
{
logd
(
N − logd N
)
, logd T
}
, N  2,
on the linear complexity profile of a nonlinear congruential pseudorandom number genera-
tor with an arbitrary polynomial f (X) of degree d  2 was given. For some special classes
of polynomials much better results have been obtained. In case of the largest possible pe-
riod T = p we have (see [3])
L(xn,N)min
{
N − p + 1, p
d
}
, N  2.
The inversive congruential generator (yn) defined by
yn+1 = ayp−2n + b =
{
ay−1n + b if yn = 0,
b if yn = 0, n 0,
with a, b, y0 ∈ Fp , a = 0, has linear complexity profile (see [3])
L(yn,N)min
{
N − 1
,
T − 1}
, N  2.
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zn+1 = zen, n 0,
with an integer e 2, and initial value z0 = 0 satisfies (see [2,7])
L(zn,N)min
{
N2
4(p − 1) ,
T 2
p − 1
}
, N  2.
If f (X) is a Dickson polynomial then we have (see [1])
L(xn,N)
min{N2,4T 2}
16(p + 1) − (p + 1)
1/2.
This article deals with another special case of the nonlinear congruential pseudorandom
number generator constructed via Rédei functions defined in the sequel. Suppose that
r(X) = X2 − αX − β ∈ Fp[X]
is an irreducible quadratic polynomial with the two different roots ξ and ζ = ξp in Fp2 .
Then any polynomial b(X) ∈ Fp2[X] can uniquely be written in the form b(X) = g(X) +
h(X)ξ with g(X),h(X) ∈ Fp[X]. We consider the elements
(X + ξ)e = ge(X) + he(X)ξ. (2)
Note that ge(X) and he(X) do not depend on the choice of the root ξ of r(X). Evidently, e
is the degree of the polynomial ge(X), and he(X) has degree at most e− 1, where equality
holds if and only if gcd(e,p) = 1 (see also [4, p. 22], [6]). The Rédei function fe(X) of
degree e is then given by
fe(X) = ge(X)
he(X)
.
The following facts can be found in [5]. The Rédei function fe(X) is a permutation of Fp
if and only if gcd(e,p + 1) = 1, the set of these permutations is a group with respect to the
composition which is isomorphic to the group of units of Zp+1. In particular for indices
m,n with gcd(m,p + 1) = gcd(n,p + 1) = 1 we have
fm
(
fn(u)
)= fmn(u) = fn(fm(u)) for all u ∈ Fp.
For further background on Rédei functions we refer to [4–6].
We consider generators (un) defined by
un+1 = fe(un), n 0, (3)
with a Rédei permutation fe(X) and some initial element u0 ∈ Fp . Note that each map-
ping over Fp can be uniquely represented by a polynomial of degree at most p − 1 and
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number generators (1). The sequences (un) are purely periodic, the period length T divides
ϕ(p + 1), where ϕ denotes Euler’s totient function. For details we refer to [5, Lemma 3.5].
In Section 3 we prove the following lower bound on the linear complexity profile of the se-
quence (un), which evidently is nontrivial if N and T are at least of the order of magnitude
O(p3/4).
Theorem 1. Let (un) be a sequence with period T  2 generated by (3). Then the linear
complexity profile L(un,N) of (un) satisfies
L(un,N)
min{N2,4T 2}
20(p + 1)3/2 , N  2.
2. Preliminary results
We will utilize the following lemma proved in [1].
Lemma 1. Let t  2 and e be integers with gcd(t, e) = 1, and let T be the order of e
modulo t . Then for any 1H  T and 1 h t the number U(H,h) of solutions (x, y)
of the congruence
ex ≡ y mod t, 0 x H − 1, 0 y  h − 1,
satisfies
U(H,h) Hh
4t
− t1/2.
Standard arguments yield the lower bound
U(H,h) Hh
t
− t1/2(1 + logT ) log t,
which is asymptotically stronger than Lemma 1. However the bound of Lemma 1 is non-
trivial for a wider range.
The following result is [2, Lemma 2] or [7, Lemma 2].
Lemma 2. Let a sequence (sn) satisfy a linear recurrence relation of length L over Fp
sn+L = aL−1sn+L−1 + · · · + a0sn, n 0.
Then for any U  L + 1 and pairwise distinct nonnegative integers j1, . . . , jU there exist
c1, . . . , cU ∈ Fp , not all equal to zero, such that
U∑
cisn+ji = 0, n 0.i=1
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Since N,T  2 we have L(un,N)  1 and since L(un,N) = L(un,2T ) for N > 2T ,
we may assume that N  2T . Note that the order of e modulo p + 1 is divisible by T and
divides ϕ(p + 1). Since otherwise the result is trivial we may assume that (p + 1)1/2  5
and N  10(p + 1)1/2. Put
H =
⌊
N + 1
2
⌋
 T and h = ⌈10(p + 1)3/2N−1⌉ p + 1. (4)
With Lemma 1 we see that the congruence
ex ≡ y mod (p + 1), (5)
where 0 x H − 1 T − 1, 0 y  h − 1 p, has at least
hH
4(p + 1) − (p + 1)
1/2  1
4
(p + 1)1/2  N
2
16(p + 1)3/2
solutions, where we used N  2T  2ϕ(p + 1) 2(p + 1) in the last step. Put
U =
⌊
N2
20(p + 1)3/2
⌋
,
let (j1, k1), . . . , (jU , kU ) be U solutions of the congruence (5), and assume that L(un,N)
U − 1. Note that both the ji ’s and the ki ’s are pairwise different. Let (wn) be a sequence
of linear complexity L(wn) = L(un,N) with wn = un for n = 0,1, . . . ,N − 1. From
Lemma 2 we see that there exist coefficients c1, c2, . . . , cU ∈ Fp , not all equal to zero,
such that
U∑
i=1
ciwn+ji = 0, n 0.
Since
wn+ji = un+ji = fen+ji (u0) = feji (un) = fki (un)
for n = 0,1, . . . ,N − 1 − ji , i = 1,2, . . . ,U , we conclude that the rational function
W(X) =
U∑
i=1
ci
gki (X)
hki (X)
(6)
has at least min{N − max{ji}, T }H solutions un. Multiplying with
U∏
hki (X)i=1, ci =0
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w(X) =
U∑
i=1, ci =0
cigki (X)
∏
j =i, cj =0
hkj (X).
Each summand of w(X) has degree at most −U +1+∑Ui=1 ki . Consequently the degree of
w(X) is upper bounded by U(max{ki}−1) since U  2 and the ki ’s are pairwise different.
With (4) and the definition of U we obtain
U
(
max{ki} − 1
)
<
N2
20(p + 1)3/2 10(p + 1)
3/2N−1 = N
2
H.
If w(X) is not the zero polynomial this is a contradiction and thus we have L(un,N)U .
Consequently it remains to show that w(X) ≡ 0 ∈ Fp[X].
With (2) we obtain
(X + ξ)k − (X + ζ )k = (ξ − ζ )hk(X).
Hence, hk(x0) = 0 if and only if
(
x0 + ξ
x0 + ζ
)k
= 1,
i.e., (x0 + ξ)/(x0 + ζ ) is a kth root of unity. Let κ be the largest index ki for which the
corresponding coefficient ci in (6) is not zero, and let ρ be a primitive κ th root of unity in
an appropriate extension field. We note that by (6) we have κ > 1 and thus ρ = 1. Then
x0 = ξ − ρζ
ρ − 1
is a root of hκ and hkj (x0) = 0 for the remaining hkj that appear in the sum (6), and
w(x0) = cgκ(x0)
∏
kj =κ, cj =0
hkj (x0).
Finally it can easily be seen with (2) that gκ(x0) = 0, thus w(x0) = 0 and w(X) is not the
zero polynomial.
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